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“Arm your laptop

Security systems protect against losing it to theft

By DAVIE POGLIE
THL NEW YORK TUMES

There's a lot to
like about laplops
lately. Thﬂﬂ'ru
small and ght,
they have big,
brilliant scereens,
and they let you
get work done
without being
bolted down to
one spot, Un-
fortunately,
you, the up-
standing eiti-
zen, aren't the
only one who
finds them at-
tractive.

Ahout 480,000
times a year,

bad guys find
them desirable, too - and
laughably easy to steal,

Bul if modern technology
makes laplops juicy targets,
modern lechnology can protect
them, The high-iech world has
rushed to the aid of worried
laptoppers with some fascinat-
ing anti-thefl technologies that make it much less
likely that you'll lose your laptop — and, perhaps more
Amportant, the filesonit. ;

For $100, for example, the Caveo Anti-Theft card
{www.caveo.com) gives your machine what amounts
to.a miniature car alarm. I's a PC card that you slip
into your laptop’s card sockel Inside the card, which
looks like an aluminum MasterCard, is a sophisticat-
-ed motion gensor |

When you intend to Ieave your laplop unattended, if
only for a mement, you can “arm” it in any of several
ways: hy clicking a button, by using a taskbsr menu
or, if the lidis closed, by tilting it to three particular
-angles in a specific sequence (for cxample, left, right
-and then backward) — a peculiar little high-tech mo-
Lion password that only you know. A chirp lets you
know thal your laptop-tilting was successfil.

II anybody tries to carry the machine beyond a “se-
curity perimeter” that you've specified using the
Cavco software, the card begins to chirp even if the
machine is turned off. '
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About 480,000 times a year, thieves
find laptops laughably easy to steal.

_ I the robber continues to sneak away, the chirping
gets louder. Finally, if the lapiop gets beyond the secu-
rity perimeter, it emits an alarm: a continuous, high-
pitched beep that sounds like one of those “this is on-
Iy a test” tones on felevision. Even removing the lap-

fop’s hattery doesn't shut off the sound (amazi
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given its size, the card contains a rechargeable bat-
tery with enough power to keep the alarm going for 30
minules). You, the rightful owner, can silence the
alarm by tilting the laptop to those three predeler-
mined sngles, no matter how peculiar it may make
vou fook in Fuhii::..

This 's alarm i=n't anywhere near as loud as
Caveo describes it. If you were stealing the laptep,
people would think you were not so much a hardened

eriminal as someone whose hearing aid needed ad-
justment. X

Fortunately, when the alarm goes off, the Caveo
software also shuts down your machine and won't
permit it to be turncd on I{I(Fﬁin until somebody types
ina 16-character password.



The Caveo card’s execution is superb, but ils con-

- eept isn't fovlproof. For example, & thief (perhaps

knowing how the card works) could simply eject the

whining card and toss it into the Hu

16-character password business

formatted. (Cavec

cn?nhm]nataﬂus

not among most
Furthern

render the

ess, but only until its hard dri*mw? re-
oophole, but that technical task is

Irinermore, delerTy
i public. If someone swipes your machine from your
home office while you're on vacation, a few dozen
decibels won't m{e’u

does the Caveo card work in Macintosh lqm s, like

the least bit of difference. Nor

the popular Titanium PowerBook G4 - an
twlsﬁnﬁ#id&ing how attractive those sleek ma-
chines must look to thigves,

Even so, the card offers some real psyehological

comiort when you're
traveling. You can set
down your s top in an
airport, on a Starbucks
table ar on the

lounge seat next to you,

conlident that no thug
wi a
sonie teail to fum
The Caveo alarm isn't
the only anti theft
bron e e
m the automotive
S ous apig it
EqWp your wil
the Windows equiva-
lent of a LoJack: &
e
" (o o track-
th-ﬂiinﬁm police know exactly
mhﬂre to find the pegeh-ami: Sever-
companies provide this serviee,
inciuding Abzolute Software, Luei-
ra, zTrace, Laptrak and PC Phone-
Home (the only company with hoth
Windm'aql:'l_ Mac versions, al-
though Lucira has Mae, Palm and
chﬁt?tm versions in develop-
ment).
This kind of coverage works like

insu;an_ne::‘ﬁm__pag-an‘nnnual fezto the tracking
agency, usually 350, (Traditional laptop insurance
, for example, Safeware.com costs about $130 per

The next time the thief tries 1o Iunlh‘m-ﬁyldla]-
up modem, corporate network, cable modem, wire-
less modem or whatever - a morsel M-inﬁ:iil:l_ia soft-

formation to the tracking company: the laptop's Inter-
nel protocol (1) address, the unique, m;utid.;%ih nim-
ber that idenlifies each camputer on the Internat,
Once the authorities are srmed with that address, it’s
a piece of cake to subpoena the badlie's aceount,

- records from the Internel service provider.

companies, including Absolute, Tu- ,
cira and zTrace, offer the police a second clue, too, If
the laptop is cannected to 4 phone ling, it beging dial-
ing the tracking agency’s toll-free number every few
minutes - silently and invisibly, of course, with vayj-
éﬁpmdg.uqe mttixes .tt:: :hnd t!:l'a for example) until it
£ets through, At that point, the tracking agency cap-
tures the m% phone number, using an unblockable
varlant of Caller ID,

Then the police can ask the phone company for the
address of laptop's new owner - to whom théy pay
# visit shortly thercafter As one lracking-company

lﬁemm' puts it, “We hand over the perp on g
silver platter® i

I tested the services of the twi biggest tracking
companies: Absolute Software (www.absolute.com)
and Luclra (www.lueira.com), In effect, | stole my own
laptop and cha the companies to find me.
Sure enough, about five minutes, an agent

 from each company was able to tell me the number

miy laptop was calling from: And when I tried to con-
necl using a cable modem, they instantly knew the ca-
ble company’s name, address and phone number -
and the name and number of its security officer, I was
so startled, Falmost turned e inie e

All theze tracking owever, have an
Achilles’ heel the size of Minnesota: As many as 80
percent of the stolen laptops are gone for gnod be-

Still, when the system works, it worke frighteningly
well; for laplops that do hit the Nel, the tracking agen-

‘cies claim 95 ; nt recovery rates. IFs enough to

make you wis they'd branch out — Lo cell phones;
wallets and car keys, '



